
POST GRADUATE DIPLOMA IN CYBER LAW
1 YEAR PG DIPLOMA COURSE
SYLLABUS
PAPER I: BASIC COMPUTER AND INTERNET
Unit I: Fundamentals of Computers
History of computers
Computers and its components
Advantages and Disadvantage of Computers
Application Software and System Software

Unit II: Basics of Networks

Types of Networks
OSI Models
TCP/IP Protocols
Related Terms (Terminologies)

Unit-III: Concept of Internet

Introduction of Internet
Application Areas of Internet
Working of internet Advantages and Disadvantages
Search Engines, Chat, E-mails and WWW
Internetworking Devices
Internet Service Provider

PAPER II: CYBER LAW AND INFORMATION TECHNOLOGY Act, 2000

Information Technology Act, 2000
· Penalties Under IT Act
· Offences Under IT Act

Establishment of Authorities under IT Act and their functions, powers, etc.
· Controller
· Certifying Authorities
· Cyber Regulation appellate Tribunal
· Adjudicating officer

PAPER III: CYBER CRIMES

Unit I
Cyber Crimes and Computer Crimes
Introduction
Conventional Crime
Cyber Crime
Reasons for Cyber Crime.
Distintion between Conventional and Cyber Crime.
Cyber Criminals and their objectives

Unit II:
Types of Cyber Crimes:

Crimes targeting Computers:
· Unauthorized Access
· Packet Sniffing
· Malicious Codes including Trojans, Viruses, Logic Bombs, etc.

Online based Cyber Crimes:
· Phishing
· Cyber Stalking
· Computer vandalism
· Financial Crimes, ATM and Card Crimes etc.
· Spamming
· Software and Hardware Piracy
· Fraud & Cheating
· Other Cyber Crimes

Unit III: Regulation of Cyber Crimes
i. Issues relating to Investigation
· Voice Sampling
· Phone Tapping
· Compact Disk (C.D.)
· Emails
· CCTV
· Image Enhancement
· IP address
· Social Media and Internet sites

ii. Issues Relating to Evidence
· Secondary Evidence
· Expert opinion
· Section 65A and 65B of Indian Evidence Act 1872
· Cyber Law, Indian Penal Code and Code of Criminal Procedure
PAPER IV: E-COMMERCE

Unit I: E-Commerce:

· Definition of E-commerce
· Types of e-commerce
· Online business/booking/services

Unit II: Important issues in Global e-commerce:

· Issues relating to access (to infrastructure, to contents, universal access, digital Divide and universal divide)
· Trust, privacy
· Security
· Consumer protection
· E-taxation
· E-governance
· Online Contract
· Intellectual Property Rights

PAPER V: PROJECT
1

